APPENDIX B - Onboarding Services


1. Pre Deployment Vulnerability Scan
1. Asset Discovery 
2. Internal Vulnerability Scanning
3. External Vulnerability Scanning
4. Reporting and Remediation findings

2. RMM Deployment
2. Create site group & site 
2. Setup client access levels (if applicable)
2. Create agent policies 
2. Monitor policies
2. Patch policies
2. Reporting
2. Deploy agent on all desktops, laptops, and servers 

3. Multi-Factor Authentication (MFA) Setup for Microsoft 365
3. Enable MFA for all licensed users by turning on security defaults  
3. Provide users within Microsoft instructions on how to enroll in MFA  
3. Work with each user, if needed, after enabling MFA to assist with enrollment 
3. For users using SMS or phone call authorization, set up Outlook to use app password key provided when registering for MFA
3. Enable MFA on the InfoSystems Office 365 admin account and register in Keeper

4. Email Security and Spam Filtering Setup
1. Create Customer tenant in spam filter solution  
2. Attach spam filter to Customer's Office 365  
3. Allow spam filter to run for five business days
4. Configure policies for email security

5. Cloud-to-Cloud Setup for Microsoft 365 Backups
1. Purchase and activate Cloud-to-Cloud licenses on behalf of the Customer  
2. Log into cloud backup solution, click on Cloud-to-Cloud tab, connect to Customer's M365 
3. Enable backups in the Cloud-to-Cloud configuration
4. Verify backup jobs completed successfully with no errors
5. Troubleshooting and documentation

6. Customer Portal Setup
1. Generate portal 
2. Configure branding/messaging 
3. Link service boards and service catalog
4. Add users and verify


7. Microsoft 365 Tenant Assessment and Hardening
1. Run the CISA SCuBA tool using Customer-provided global administrator credentials
2. Review the generated report and identify gaps
3. Evaluate posture based on InfoSystems recommended best practices aligned with customer industry/size
4. Create report and review with customer
5. Implement remediations for gaps according to Customer needs

8. Firewall Hardening (each firewall)
1. Update the firewall’s firmware to the latest version to ensure optimal performance and security
2. Modify the default admin account and password to enhance security
3. Configure the system's time, disable unnecessary management options, and secure user login methods
4. Disable management access from the WAN interface to prevent unauthorized access
5. Enable advanced security features like Stealth Mode and IP ID randomization
6. Configure the SSL VPN settings to ensure secure remote access for authorized users
7. Enable and configure features like Gateway Anti-Virus, Anti-Spyware, and Intrusion Prevention
8. This involves setting up a Syslog Server to collect and manage logs for monitoring and troubleshooting
9. Create and manage access rules to control traffic flow and enhance network security 

9. Setup and configure Managed Detection and Response powered by Blackpoint Cyber
1. Assist Customer with emergency contact list 
2. Deploy SNAP agent
3. Configure and integrate third‑party AV/EDR tools
4. Configure Cloud Response
5. Activate and configure LogIC

10. Setup Cyber Security Awareness Training by InfoSecIQ
1. Configure the InfoSec IQ tenant
2. Assign licenses based on total user count
3. Create an O365 Security Group containing all users for synchronization
4. Configure synchronization using SCIM, ADI, Google Workspace, or other applicable protocols
5. Update email filtering tools to whitelist all Infosec‑related communications
6. Run a test phishing simulation with a small pilot group to validate functionality
7. Schedule monthly user awareness training and phishing simulations for 12 months
8. Launch the first training campaign to establish a behavioral baseline
9. Document the baseline metrics for future comparison


Note: Custom configuration to any of the onboarding services above will be billed as Time and Materials consumed at $210 per hour labor rate. Devices not auto enrolled in any of the services above will be manually enrolled. Services for manual enrollment of devices will be billed as Time and Materials consumed at $140 per hour labor rate.

