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Overview
 This service is focused on establishing a comprehensive internal and external vulnerability management program that leverages Qualys for automated scanning and patch management. The program promotes a robust security posture by identifying, reporting, and mitigating vulnerabilities across all systems, networks, and applications.
Key Features 
· Continuous Monitoring: The Qualys Cloud Agent offers real-time visibility into the security posture of your endpoints, ensuring that vulnerabilities are detected and addressed promptly. 
· Automated Patch Management: Automatically deploy patches to remediate vulnerabilities, reducing the risk of exploitation. 
· Lightweight and Efficient: The agent is designed to have minimal impact on system performance, allowing it to run seamlessly on all your devices. 
· Comprehensive Coverage: Supports a wide range of operating systems and environments, including Windows, macOS, Linux, and cloud instances. 
· Risk-Based Prioritization: Prioritize patch deployment based on the severity of vulnerabilities and the criticality of assets.  
Agent Deployment 
· InfoSystems will work with the Customer to deploy the Qualys Cloud Agent across the network, including servers, desktops, laptops, and cloud instances, per Customer’s preference. 
Internal & External Vulnerability Management 
· InfoSystems will schedule regular vulnerability scans of IT infrastructure using the Qualys platform.
· The Qualys agent will perform these scans based on the agreed upon schedule to detect vulnerabilities, misconfigurations, and compliance issues. 
· The Qualys agent will automatically deploy patches to remediate detected vulnerabilities. Patches are prioritized based on risk, ensuring critical vulnerabilities are addressed first.
· InfoSystems will confirm all vulnerabilities identified through the scans have been addressed with targeted patches.
· InfoSystems will monitor the success rate of patch deployment, track patch compliance, and perform necessary rollbacks if required.
· The Qualys portal provides comprehensive reports that highlight the vulnerabilities found, their impact, and the actions taken.
· InfoSystems will also provide recommendations for the remediation of vulnerabilities to ensure your systems are secure.  
Post-Patching Validation and Reporting 
· InfoSystems will validate patches through post-implementation scans, ensuring vulnerabilities have been properly mitigated.
· InfoSystems will provide documentation and reporting on patch outcomes, including successful applications and any failures requiring follow-up, through the following reports:
· Internal Vulnerability Assessment Reports
· External Vulnerability Assessment Reports
· Patch Management Reports 
Exclusions 
· Customer Notification and Liability: In cases where patches are incompatible with the Customer's applications or unsupported software, the Customer must notify InfoSystems in writing, identifying the systems and software versions affected. The Customer bears full responsibility for any issues arising from exempting systems from patching. 
· Challenges and Responsibilities in Patching: Systems like laptops can be difficult to patch due to being off or disconnected for extended periods. The Customer must assist in ensuring these devices are connected for patching. If patches are skipped, systems will remain vulnerable until patches are applied. 
· Indemnification: The Customer indemnifies InfoSystems against any issues related to the Qualys patching service, including system crashes, downtime, and data loss, and is responsible for costs and damages associated with patch deployment. InfoSystems makes no guarantees regarding the patches' suitability, compatibility, or quality, and the limitations of liability and exclusions of damages in the Master Services Agreement apply in full.

