APPENDIX F - Virtual Chief Information Security Officer (vCISO)

InfoSystems offers the Virtual Chief Information Security Officer (vCISO) Service to assist organizations that can benefit from having an experienced cyber and compliance expert to share or take complete responsibility for the organization’s cyber security and compliance needs without the expense of a full-time “C-Suite” executive or senior technical cyber resource.
The vCISO service provides customers with a fractional senior cyber security and compliance consultant that can fit into most any budget. This senior consultant is competent while operating as an advisor of the organization’s management team. This service is typically provided as a subscription service with hours allocated each month over set contract term such as semi-annually or annually.
The Virtual Chief Information Security Officer (vCISO) role will provide strategic, tactical, and advisory cyber and compliance expertise for developing and supporting cyber security and compliance initiatives. The vCISO will have the knowledge to help you assess security risks to your organization, evaluate your IT infrastructure and assist in developing and implementing appropriate solutions.
Strategy & Planning
· Develop and communicate information security strategies and plans to the executive team, identified staff, and key stakeholders
· Act as advocate and primary information security liaison for the company’s information security vision via regular written and in-person communications with the company’s executives, department heads, company stakeholders, and, as directed, end users
· Identify and assess IT security risk/exposure of new and existing technology environments
· Develop and execute a risk management strategy that includes third-party vendor risk management, based upon customer’s approval.
· Lead strategic IT security planning to align with business goals by prioritizing information security initiatives and coordinating the evaluation, deployment, and management of current and future security technologies
· Participate as a consultant to the senior management team, as requested, in governance processes of the organization’s information security strategies
· Assist with the design of and implementation of approved incident response plans, disaster recovery and business continuity plans, procedures, audit, and enhancements
· As approved, develop and/or update and maintain policies, procedure, and associated plans for system security administration and user system access based on industry-standard best practices
· As approved by company managed, continuously improve upon cyber program maturity efforts based on well-established security frameworks such as NIST
 


 Operational
· Serve as the enterprise focal point for security incident response testing
· Apply an operational cyber risk approach which will define, identify, and classify critical assets, assess threats and vulnerabilities regarding those assets, and implement safeguard recommendations.
· Review server and network hardening benchmarks and provide recommendations
· Evaluate and provide appropriate guidance regarding the facility’s security systems and their corresponding equipment and software
· Be proficient with Customer’s cyber security stack
· Provide recommendations for improvement (as necessary) in the existing cyber technology stack
· Be proficient in the customers IT architecture and how the cyber technology stack provides defense-in depth across the IT ecosystem
· Recommend and implement changes in security policies and practices in accordance with changes in local and federal law
· Provide recommended solutions to security problems to senior leadership and implement as appropriate in the most cost-effective manner
· Collaborate with senior leadership and department heads to establish and maintain a system for ensuring that security and privacy policies are met
· Stay abreast of current threats, trends and issues that could impact the Customer’s operations, including current and emerging technologies
 Advisory
· Advise IT leadership on cyber issues based on extensive knowledge of what is trending in similar industries with similar concerns and issues
· Assist and Advise IT Leadership on budget planning for cyber and compliance initiatives relevant to “similar industry” operational requirements, compliance requirements, emerging threats, and emerging technology
· Advise based on security and compliance mandates (Example: GDPR, emerging US state personal data protection laws, etc.)
· Provide advice for cyber pros and cons of adopting additional SaaS, PaaS, and other cloud-based solutions into the IT ecosystem
· Advise on cyber initiatives that may be competitive differentiators when fostering new business and maintaining existing clients

