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InfoSystems Cyber’s Managed Cyber Security Awareness & Training Services, powered by InfoSec IQ, provides your organization the following benefits:
BENEFITS: 
· Industry and role-based cybersecurity training for employees to ensure your entire workforce is prepared to beat the cyber threats they are most likely to face. 
· Evaluate how your employees respond to phishing attempts based on real-world scenarios and reducing employee clicks on malicious emails. 
· Demonstrate the business value of your security awareness training by highlighting how positive behavior change is serving to reduce cybersecurity risk exposure and achieving strategic objectives. 
· [bookmark: _Toc122288453]Maintain compliance while training for your industry’s top threats. 
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InfoSystems Cyber’s Managed Security Training & Awareness, powered by InfoSec IQ, is easy and effective.  We utilize a proven disciplined and proven approach that engages your employees over the course of a year.  The following are the tasks that will be utilized during our engagement with your organization. 
· Task 1: Setup 
The project will include configuring the tenant and assigning licenses based on the user count. An O365 Security Group will be created to include all users for synchronization with InfoSec IQ, with alternative options such as Google Workspace if O365 is not utilized. The synchronization method within InfoSec IQ will be configured using SCIM, ADI, Google Workspace, or other applicable protocols. Email filtering tools will be updated to whitelist Infosec-related communications to ensure proper delivery. A test simulation will be conducted with a small group of users to validate functionality prior to full deployment. Additionally, monthly user awareness training and phishing simulations will be scheduled for a duration of twelve months to reinforce security best practices. More information below.
· Task 2: Baseline 
Measuring behavior change is essential to demonstrating the value of your security awareness program. Your first training campaign will serve as the baseline for improvement, with all future progress evaluated against this initial benchmark to ensure clear visibility into program effectiveness. 
· Task 4: User Management 
You and your InfoSystems Cyber Threat Consultant will review the user base, align it with reporting needs, and plan updates for new hires, departures, and changes in management or department.
· Task 5: Security Awareness & Training Elements
Training Campaigns
· Monthly training programs in a variety of themes and styles to jumpstart awareness and deliver training mapped to various compliance framework recommendations, such as NIST, CMMC, and HIPAA.  Sessions will focus on core cybersecurity practices like preventing malware, spotting phishing, securing devices, managing passwords, and protecting data at home or on the go.
· Working with your Cyber Threat Consultant you can choose from gamified, Choose Your Adventure education to traditional, computer-based training to fit your organization’s existing culture or build a cyber secure culture from the ground up. 
Phishing Simulations 
· Your Cyber Threat Consultant will be the hands-on administrator of the simulated phishing assessment tool. They will create, schedule, and implement each campaign according to the planned requirements. 
· Phishing simulations will mimic real-world attacks such as fake account alerts, meeting invites, file-sharing scams, and social engineering tricks to build awareness and resilience.
Reinforcement Tools 
· Infographics and Digital Posters are available and may be shared with employees to extend and reinforce campaign communication messages, upon request.
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· Quarterly Reporting 
The Cyber Threat Consultant, at the end of each quarter (every 3 months), will provide a report and review metrics that compare the current three months of security awareness & training assessments to your baseline measurements and the previous quarter (three months). In addition, they will discuss your program success rates, review what’s going well, where there is room for improvement, and confirm the strategic direction for the next three months.   
· Keep the Momentum 
This Managed Cyber Security Awareness & Training Service, powered by InfoSec IQ, is designed to help your organization have a comprehensive, layered security awareness and anti-phishing program from start to finish, but the job of security awareness and training is never truly complete.  At the completion of this 1-year engagement, you will be encouraged to keep your security awareness momentum going with new security awareness campaigns and training materials. 
