APPENDIX C - Managed Detection and Response (MDR) Services


InfoSystems offers Managed Detection and Response services (Service(s)) powered by Blackpoint Cyber, as outlined in this Appendix. 
SCOPE OF THIS SERVICE:
This service delivers cybersecurity Managed Detection and Response with logging, provided remotely by Blackpoint Cyber.
OPERATING HOURS:
The Blackpoint Cyber security operations centers (SOC), located within the continental United States, provides a 24-hour a day, seven days a week, 365 days a year (24/7/365) service. 
SOLUTION DESCRIPTION:  [Insert CompassOne-Standard One Sheet]
Blackpoint Privacy Policy:  https://blackpointcyber.com/privacy-policy/
DETAILED DESCRIPTION:
The information provided below describes the key components of the Service. 
Onboarding (InfoSystems)
· Service Kick-Off Meeting
The goals are to: 
· Contact Profile Management – Assist Customer to develop a list of emergency contacts who can follow instructions from InfoSystems or Blackpoint during an incident. Non-emergency updates will be sent to these contacts via email.
· Explanation of the Process – Provide an overview of the Service and onboarding process. 
· SNAP Agent Deployment
The Blackpoint SNAP agent will be deployed on all endpoints in your environment. 
· Managed EDR Setup
Your third-party AV/EDR tools, such as Microsoft Defender for Endpoint or SentinelOne, will be configured and integrated into the Blackpoint tool. 
· Cloud Response Configuration
Cloud Response will be set up and configured, including connecting the Microsoft 365 tenant or Google Workspace, selecting authorized countries, adjusting policies to best practice recommendations, and configuring what alerts will be received. 
· LogIC Configuration
LogIC will be activated, set up, and configured, including identifying in-scope devices for log collection, configuring those devices to collect required logs, and utilizing compliance reports as needed. 
MDR Operations & Cloud Response Operations (Blackpoint Cyber)
· Responsibilities
· Blackpoint MDR analysts triage alerts and devices, reviewing processes and network connections. Further investigation may follow.
· Blackpoint confirms suspicious activity with InfoSystems. If malicious, the SOC isolates affected machines and mitigates the threat.
· InfoSystems receives post-mitigation updates and recommendations.
· SOC delivers an IR Report detailing timeline, impacted devices, accounts, processes, indicators of compromise, and post-incident actions.
· Investigations & Threat Hunting
· Blackpoint SOC triages and investigates alerts triggered within SNAP-Defense, staffed 24/7/365.  Alerts are escalated and resolved based on findings. 
· Service Level Objectives (SLO)
· The Blackpoint SOC follows their SLO. Malicious behavior detection and alerting are primarily handled by Blackpoint’s MDR technology, SNAP-Defense. 
Post-Incident Remediation Actions
The Blackpoint SOC identifies malicious activity, responds to attacks, and provides relevant information to InfoSystems. Recommendations on remediation steps or improvements will be provided by InfoSystems to the Customer. All IR Reports from the Blackpoint SOC will include "Post-Incident Actions." 
Assumptions
It is assumed that all information provided by the Customer regarding site technical requirements and architecture is accurate. 
Exclusions
While these Services are intended to assist the Customer in identifying and reducing risk, it is impossible to completely eliminate risk, and InfoSystems, and our partner Blackpoint Cyber makes no guarantee that intrusions, compromises, or any other unauthorized activity will not occur in the Customer’s IT environment. 
For the avoidance of doubt, the following activities are not included in the scope of these Services: 
· Any services, tasks, or activities other than those specifically noted in these Services.
· The Service does not include the development of any intellectual property created solely and specifically for the Customer.
· Troubleshooting or fixing any existing system / server problems unless otherwise described in these Services.
· Testing integration between the Blackpoint Cyber solution and other third-party products, such as, but not limited to, third-party encryption or security products.
· Remediation or mitigation of any of the performance issues identified by the analysis of the Customer’s environment unless otherwise described in these Services.
· InfoSystems’ responsibility (including financial responsibility) for any Customer and/or third-party personnel, hardware, software, equipment, or other assets currently utilized in the Customer’s operating environment, unless otherwise set forth in these Services.
· Resolution of compatibility issues or other issues that cannot be resolved by the manufacturer or for configuring hardware, software, equipment, or assets in contradiction to the settings supported by the manufacturer. 
Offer-Specific Customer Responsibilities
Customers must cooperate with InfoSystems by providing access to necessary environments, being present or appointing a representative for planning and review sessions, participating in service provisions, and following consultants' instructions. In addition, the Customer agrees to: 
· Review and agree pre-engagement check lists and test plans.
· Ensure the IT environment has a supported endpoint agent that is installed on all hosts that are licensed for the Service.
· Deploy supported endpoint agent(s) on at least 90% of licensed volume; this is necessary to provide Blackpoint Cyber SOC analysts with sufficient visibility into the Customer’s IT environment through the Blackpoint Cyber solution.
· Obtain all support for third-party endpoint agents from the third party or other authorized sources.
· Ensure the list of authorized contacts remains current, including permissions and associated information.
· Provide information and assistance (e.g., files, logs, IT environment context) promptly during investigations that InfoSystems conducts for threats against Customer.
· Control against unauthorized access by users, and maintain the confidentiality of usernames, passwords, and account information.
· Be responsible for all activities by the users it has authorized and will notify InfoSystems immediately of any unauthorized use of the Service.
· Accept all updates and upgrades to the Endpoint Agent necessary for the proper function and security of the Service. 
General Customer Responsibilities
· Authority to Grant Access.
The Customer represents and warrants that it has obtained permission for InfoSystems to access and use Customer-owned or licensed software, hardware, systems, and data, whether remotely or in-person, for the purpose of providing these Services. If this permission has not already been obtained, it is the Customer’s responsibility to do so at their own expense before requesting these Services. 

· Customer Cooperation.
The Customer understands that without prompt and adequate cooperation, InfoSystems cannot perform the Service or may face material alterations or delays. Therefore, the Customer will promptly and reasonably provide all necessary cooperation. If the Customer fails to do so, InfoSystems will not be responsible for any failure to perform the Service, and the Customer will not be entitled to a refund. 
· Data Backup.
The Customer will back up all existing data, software, and programs on affected systems before and during the Service. Regular backups should be made as a precaution against failures, alterations, or data loss. InfoSystems will not be responsible for restoring or reinstalling any programs or data related to the Service solution. 
· Third Party Warranties.
These Services may require InfoSystems to access hardware or software not manufactured or sold by them. Some manufacturers' warranties may become void if InfoSystems or others work on the hardware or software. The Customer will ensure that the performance of these Services does not affect such warranties or, if it does, that the effect is acceptable. InfoSystems does not take responsibility for third-party warranties or any effect these Services may have on those warranties. 

