APPENDIX A – Managed Services Detail



Customer Support Operations Center (CSOC)
CSOC hours are Monday through Friday 8:00 a.m. to 5:00 p.m. Eastern. Support excludes InfoSystems published holidays.
Service Calls and End User Support
Service calls are Customer-generated requests for assistance on a covered user or endpoint. Service calls are submitted via phone call or e-mail to CSOC, or via customer portal. Remote remediation is the standard service approach and is included in the monthly charges. Onsite requests will be billed on a time and materials basis.
Following are some examples of service calls:
· Password reset or username change
· Microsoft Office application error (Word, PowerPoint, Excel and Outlook)
· User cannot see a file share
· User unable to browse the web
· User cannot access email mailbox
· Potential email compromise (refer to Cybersecurity Incident Response section)
24x7 RMM Key Monitoring Parameters
InfoSystems Managed Services will monitor Customer infrastructure utilizing standard Simple Network Management Protocol (SNMP) data collection and limited Syslog monitoring. This is a core function of the remote monitoring and management (RMM) endpoint agent. The platform requires remote access to the monitored devices to perform troubleshooting. Applicable infrastructure services that will be monitored as part of this SOW:
· Performance monitoring
· Disk usage monitoring
· Event log monitoring
· Service monitoring
· Process monitoring
· Antivirus status monitoring
Infrastructure Management
Includes standard support for ongoing use of listed technologies in regular business operations. Changes due to upgrades, replacements, or major system modifications may incur additional charges. Covered services include monitoring, patching, break-fix, and lifecycle management across servers, endpoints, hypervisors, firewalls, switches, storage, and Active Directory. 


The following are examples of the covered services under this SOW for each type of infrastructure:
	Covered Infrastructure
	Covered Services

	Servers and endpoints
	Monitor performance, provide break-fix, patch management, troubleshoot, identify end-of-life operating systems

	Hypervisor and VM
	Monitor performance, provide break-fix, patch management, troubleshoot, load balancing, identify end of life operating systems

	Firewall
	Firewall management (up to 2 hours monthly), break-fix, schedule and install firmware updates and patching

	Switch
	Patch management, configure VLAN, monitor for failed ports, identify end of life of hardware

	Storage Frame
	Monitor performance, provide break-fix, firmware updates, troubleshoot space issues, volume level access, identify end of life hardware

	Active Directory
	Manage user accounts, groups, profiles, address FSMO issues, up to 4 hours monthly for AD Group Policy Object (GPO) management



Patch & Firmware Management
InfoSystems is dedicated to cybersecurity best practices. At a minimum, antivirus software updates and regular patching will be performed to mitigate constant cyber threats and potentially unstable systems. If Customer chooses to manage their antivirus software and/or refuse recommended patching updates, InfoSystems is not liable or responsible for damages incurred from missing antivirus updates or missing patches including, but not limited to, monetary damages, reputational harm, loss of productivity, etc.
Move, Add, Change (MAC)
Adding or deleting managed infrastructure or endpoints will change the monthly charge. InfoSystems will help you determine whether the change is significant enough to modify this SOW or if another SOW is required.
Modification to this SOW will be executed by an Addendum issued by InfoSystems and approved by the Customer.
MACS will be billed to the Customer at standard time and materials rates.
Following are some of the examples of Move, Add and Changes and onsite requests that will incur additional fees:
· Deploying a new endpoint - laptop, desktop
· Deploying a new server (physical or virtual)
· Deploying a managed switch or firewall
· Adding a storage frame or modifying existing storage
· Support for any significant system changes, upgrades, or migrations
Third-Party Hardware/Software Support
InfoSystems will escalate to the Customers’ hardware and software vendors for tech support as commercially reasonable to resolve the issues as long as the environment is currently licensed, up-to-date and vendor supported. Customer agrees to make InfoSystems an agent for the purpose of managing these escalations and follow-ups. InfoSystems vendor coordination services may be billed as Time & Materials consumed.
Note: SLAs defined in this SOW can be negatively impacted by hardware and software vendor SLA.
Email Security & Spam Filtering
When an email is quarantined by the current spam filter solution, users are notified and can request its release. The spam filter administrator reviews the email details and decides on its release. If safe, the email is delivered to the user’s inbox. Administrators should exercise caution to prevent threats and maintain security. InfoSystems is not liable for any claims or damages from releasing quarantined emails; both parties agree to indemnify each other for such liabilities.
Customer Success Manager
An InfoSystems Customer Success Manager (CSM) may be assigned to your account. The CSM will:
· Interact and have quarterly calls with Managed Services Customers.
· Ensure that Customers are obtaining value through a great customer experience.
· Build long-term customer relationships and increase customer loyalty.
· Ensure InfoSystems meets the expectations of the managed services contract.
· Act as liaison between the TAM or vCIO and the account representative.
Technical Account Manager (TAM)
An InfoSystems Technical Account Manager will be assigned to your account. The TAM will provide the following services:
· Ensure quality of monthly activities reports, delivery to the Customer, and offer to review with the Customer.
· Act as the single point of technical contact and keeping Customer informed of incident progress on extended service request issues while managing Customer satisfaction and represent InfoSystems as a Customer advocate.
· Ensure that documentation and knowledge of the Customer’s environment exists in the InfoSystems document repository.
· Share technical news, current trends and emerging technologies. Share patching requirements, notifying Customer of impending changes or agreed outages, and general information that is pertinent to the Customer’s environment.
· Evaluate the organization’s systems and their corresponding equipment and software.
· Ensure that any and all software, licenses, maintenance and support renewals are processed in a timely manner.
